Vulnerability Scanning Help Desk Ticket System
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Ticket Management

Ticket Management is a new subsystem
designed to manage the process of
solution of vulnerabilities.
It allows a user to create new tickets
based on the vulnerabilities found during
a scan, assign them to a person, define a
priority, a delivery date etc. The functions are available through the new menu Tickets.

The main list provides a view by IP. It shows a summary of open and closed tickets for each
IP and the number of vulnerabilities with no associated tickets. Clicking on the IP, a new list
appears, with a detail of the status of tickets for that IP.
The list shows all vulnerabilities associated to a ticket, the risk level of each vulnerability,
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the date when the vulnerability has been seen last time, and the status of the ticket.
If a vulnerability is not associated to any ticket, it will appear as in the following picture and
it will be possible to create a new ticket on a single vulnerability (the icon on the right) or
on multiple vulnerabilities at once (the check boxes on the left).

Another list, available through the main menu, shows the full list of open tickets, ordered
by due date.
In the Edit page, that appears
when a ticket is created or
edited, it’s possible to enter a
due date, a priority and assign
it to a person. It’s also possible
to enter one or more email
addresses that will receive
automatic notifications when
the ticket status changes or is
automatically closed by the
Penetrator.

In the Edit page it’s possible to enter one or more comments, that will be added to the
ticket to track its solution history. Comments will be then displayed in a list, as shown in
next picture.
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A new Setup function allows to select some parameters useful to automate some
processes, such as:
 Automatically closing a ticket when the vulnerability does not appear in a new scan
 Automatically closing a ticket when a vulnerability is marked as False Positive
 Sending an email when a ticket status changes or when the ticket is next to the due
date.

-

Statistics

The new Statistics menu includes
the old Statistics and History
functions. This function has
undergone a total redesign and now
allows to keep under control the
trend of vulnerabilities a scan after
another.
The main list shows all IPs audited at least twice, the number of vulnerabilities of each
type, and gives the option to make a deeper analysis on the IP. The first option
the current status of vulnerabilities on the IP. The second one

Copyright © 1999-2013 SecPoint® Page 3 of 5

shows

shows the trend of
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vulnerabilities, giving an overview of the number of vulnerabilities found on each scan and
the number of new findings, besides fixed and not fixed. Then it gives the same overview
with a bar chart at the bottom of the same page.

From here, we can click on the scan and see the detail of vulnerabilities for it (see picture
above). This list, when shown for the last scan performed, is the same list shown by Current
Status
. It also gives a direct link to the tickets, if a ticket has ever been open on that
vulnerability.
Last option available on the main list
shows the complete list of vulnerabilities ever
found on an IP and the date of last scan when each vulnerability has been detected. The list
is similar to the one above and has a direct link to tickets.

-

Global False Positives

The False Positives function allows to
whitelist a vulnerability for an IP. The
new Global False Positives function,
instead, allows to whitelist a vulnerability
independently on the IP where it has
been found. A vulnerability added to the
Global False Positives will be ignored by
the Penetrator on every scan performed
by the same user on any IP.
The function is available through the main window to add/delete false positives for a scan
or through the menu, to have
a complete overview over IPbased and Global False
Positives. The page available
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through the menu shows the full list of Global False Positives and a list of IPs for which IPbased False Positives have been added.
The list of Global False Positives appears as in the picture below, and for each vulnerability
shows the risk level and allows to delete it from the list. When you delete a vulnerability
from the list of Global False positives, IP-based False Positives will not be affected.

The second list in this page shows the IP-based False Positives and allows to view the list of
vulnerabilities that
can be added or
deleted to False
Positives.

The link available in the main window
shows the following list, where a vulnerability
can be added or removed from the IP-based or Global False Positives.
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